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Department of Finance
· RFQ No: LH-08113 EL1 Senior Technical Network Engineer last date to apply Wednesday, 21 October 2026.
· Contract start Thursday, 05 November 2026 to 12 months Plus one 12-month extension.
· Australian Citizen Must be able to obtain Negative Vetting Level 1(NV1) – ACT -- Hybrid.
Send your responses to Pat@solsoft.com.au

The Buyer will not consider candidates outside of ACT and surrounds. Candidates may not propose to visit from interstate on a fortnightly or monthly basis. Candidates must routinely attend One Canberra Avenue, Forrest, ACT, 2603 in accordance with the Buyer’s Flexible Work Policy. Subject to commencement, performance, and operational requirements. Candidates may be permitted to work remotely up to 2-days per week. The successful candidate must comply with reasonable requests made by the Buyer.

About the organisation
As a central agency of the Australian Government, the Department of Finance (Finance) plays an important role in assisting government across a wide range of policy areas to ensure its outcomes are met. The role will support delivery within the ICT Division and must comply with Finance security, privacy, architecture, project governance, change, records and operational requirements.

About the Project:
The IAMM project will modernise Finance's identity and access management capabilities and transition from legacy MIM and AD FS arrangements to a supported, cloud-ready architecture centred on Microsoft Entra ID. Delivery is discovery-led and phased across identity foundations, authoritative source integration, application onboarding and SSO, identity governance and audit, and MIM transition activities.

About the team:
The IAMM Project team will comprise Finance project, architecture, cyber security, Digital Workplace Operations, Applications Support, Quality Assurance, Service Centre and specialist vendor resources. The role will work collaboratively with Finance subject matter experts and other delivery partners.

Job Details:
The Department of Finance is seeking one Senior Technical Network Engineer to provide specialist engineering, operational support and technical leadership for the Identity and Access Management Modernisation (IAMM) project. Duties will include:
· designing, configuring, maintaining and troubleshooting enterprise network infrastructure and services;
· providing senior expertise across LAN, WAN, routing, switching, wireless, remote access and network security technologies;
· leading diagnosis and resolution of complex network incidents, performance problems and service degradation;
· designing and implementing network segmentation and secure connectivity arrangements;
· planning and delivering network upgrades, configuration changes and technology refresh activities;
· providing technical assurance over network services delivered by managed service providers; and
· developing network designs, diagrams, implementation plans, configurations and operational documentation.
The IAMM Project will modernise Finance’s identity and access management capabilities and transition from legacy Microsoft Identity Manager (MIM) and Active Directory Federation Services (AD FS) arrangements to a supported, cloud-ready architecture in which Microsoft Entra ID is Finance’s primary identity directory and modern identity platform. SAP HR remains the authoritative source of workforce attributes. Downstream on-premises Active Directory accounts and services will be retained only where required for legacy dependencies, prior to MIM reaching end of extended support on 9 January 2029.
The project supports Finance’s ICT and Digital Strategy, Cyber Security Strategy, 10-Year ICT Roadmap and Infrastructure Modernisation Program. The project will:
· Establish Microsoft Entra ID as Finance’s primary identity directory and modern identity platform.
· Reduce reliance on MIM, AD FS and other legacy identity technologies.
· Strengthen cyber security through modern authentication, Conditional Access, phishing-resistant MFA, Identity Protection and identity governance capabilities.
· Integrate authoritative workforce identity sources and automate Joiner-Mover-Leaver processes.
· Migrate supported applications from AD FS to Microsoft Entra ID and Single Sign-On.
· Improve privileged access, access reviews, entitlement management, group governance, audit and reporting.
· Provide supported, sustainable operating arrangements, documentation, training and knowledge transfer.
Support the Secure Access Service Edge (SASE), Laptop Refresh and Finance’s broader move towards cloud services and Zero Trust architecture.
The Canberra-based role will provide specialist network engineering support across Finance’s enterprise infrastructure and contribute to IAMM and related modernisation initiatives where network connectivity, secure access, cloud integration, remote access and service resilience are critical. The engineer will address network dependencies, constraints, risks and operational requirements and provide technical assurance throughout design, implementation and transition.
Note: SASE is being delivered by a concurrent multi-year program and will modernise how users securely access Finance systems and services, moving from traditional network-based access controls to an identity-centric, Zero Trust model.

Key duties and responsibilities:
The successful candidate (as Senior Technical Network Engineer) will undertake the following duties and responsibilities:
· Design, configure, implement, maintain and troubleshoot enterprise network infrastructure and associated services.
· Provide senior technical practical expertise across LAN, WAN, routing, switching, wireless networking, remote access and network security technologies.
· Manage and support network connectivity between Finance infrastructure, cloud environments, business systems and external services.
· Lead diagnosis and resolution of complex network incidents, performance problems, application connectivity and service degradation issues.
· Design and implement network segmentation and segregation to support security and risk management requirements.
· Support enterprise firewall policies, secure connectivity, network access and related security services across multiple platforms, including Azure Firewall, Cisco Firepower, DDoS protection solutions and Web Application Firewalls.
· Assess network vulnerabilities, technology lifecycle risks and configuration issues and implement/troubleshoot appropriate remediation.
· Undertake network capacity, availability, performance and resilience analysis.
· Plan and implement network upgrades, configuration changes and technology refresh activities.
· Provide specialist network engineering input into infrastructure, cloud, cyber security and ICT modernisation initiatives that integrate enterprise networks with cloud and hybrid infrastructure – including Azure ExpressRoute, virtual networks and Application Gateway.
· Develop and maintain network designs, diagrams, configurations, implementation plans, operational procedures and other technical documentation.
· Support network monitoring, alerting and proactive identification of service issues.
· Provide technical advice and assurance for network services delivered by external ICT service providers.
· Work with technology vendors and managed service providers to investigate and resolve complex technical issues.
· Support disaster recovery, business continuity and infrastructure resilience activities.
· Identify opportunities to automate, standardise, simplify and improve network operations through such methods as infrastructure-as-code or configuration automation.
· Provide technical guidance and knowledge transfer to Finance ICT personnel.

The candidate should address the expected outcomes of maintaining secure and reliable network operations, resolving complex incidents, remediating security and lifecycle risks, delivering agreed upgrades, improving documentation and monitoring, providing technical oversight of external providers and transferring knowledge to Finance personnel.

Technical skills:
Industry certifications and enterprise network engineering experience in Australian Government or similarly securitysensitive environments across LAN, WAN, routing, switching, wireless, VPN, firewalls and network security. Strong knowledge of BGP, OSPF, EIGRP, VXLAN, Cisco ACI, SD-Access and ISE. Experience in complex hybrid environments with Azure ExpressRoute, VNets, Application Gateway and Azure Firewall, network segmentation, monitoring, resilience, troubleshooting and documentation.

Responses to selection criteria

Criteria

The buyer has specified that each candidate must provide a one page pitch to address all criteria specified. This is equal to 5000 characters.

Essential criteria        
                                                                                   
1. Labour Hire Workers and Supplier Personnel MUST include in their response to the RFQ any potential conflicts of interest which may arise in performing duties during the term of the Contract. This includes (but is not limited to): owning interests and/or ongoing employment with ICT businesses who deliver services to the Commonwealth; have vested interests in ICT technologies; have l relationships with Buyer personnel involved in the Contract’s scope. Response to this question does not count towards a candidate’s word/page limit









YOUR RESPONSE	
	Please respond to the following
	I am authorising Solsoft exclusively to submit my application.
Job Name: EL1 Senior Technical Network Engineer
RFQ NO:  LH-08113
Date: <response>
Authorisation Of applicant: Yes        No    

	Name
	First Name Surname 

	<response>

	
	Gender 

	<response>

	Your mobile number plus email address
	<response>

	Home address
	<response>

	Availability
	<response>

	Have you worked with this agency before
	Yes/No

	Hour Rate including super ex-gst
	$         /hr   PAYG (Y/N)

	Citizenship Status
	[bookmark: l17hyqd6v0ys]Australian       

	Security Clearance
	Clearance Level: 
	<response>

	
	CSID number
	<response>

	Referee 1
	Name:
	<response>

	
	Title:/ Organisation
	

	
	Professionals’ relationship to you:
	

	
	Phone:/Mobile
	

	
	Email:
	

	Referee 2
	Name:
	<response>

	
	Title:/ Organisation
	

	
	Professional relationship to you:
	

	
	Phone:/Mobile
	

	
	Email:
	


· RESUME
Important: Solsoft requires your CV as per below resume format

· SUMMARY

	
· TECHNICAL SKILLS
· 

· EDUCATION


· TRAINING AND CERTIFICATIONS


· WORK HISTORY


· Referees




HOW TO ADDRESS KEY SELECTION CRITERIA
The following provides a guide on how to address key selection criteria when applying for public service positions, and hence is particularly valuable to forward onto prospective candidates.

BACKGROUND RESEARCH
This guide has been prepared from information gathered from a wide variety of government sources.

THE PROCESS
Firstly, analyse the criteria, and look for the key issue(s). Once identified, ensure that you adequately address these issues. Each Key Selection Criteria is best addressed by the examples of demonstrated experience in various projects.

Finally, conclude your response by forecasting how you could perform the key issue in the future in this position. A paragraph will suffice.

SUCCESS
Provide a validating statement on your success and how you know you were successful. For example, offer feedback received from your manager or clients, state any cost and work efficiencies and/or quality assurance results. This is where you sell yourself.

SUGGESTED PAGE LAYOUT
· Retype the Criteria (bold or italic)
· Initial Premise(s)
· Supporting argument (attempting to prove your premise)
· Validating statement(s) (quote 3 or 4 examples – don’t make them too long, keep to the point)
· Summary
· How you believe your past experience will allow you to perform in the future
· Only use “I” in your responses.


LENGTH OF RESPONSE

If your response is too long, you risk boring the readers and they will not read everything you have written.

Do not, under any circumstances, ‘waffle on’ about your accomplishments.

If you make it too short, then you run the risk of excluding information which may bias a selection decision and you may not score as highly as you should have.

Short paragraphs should be used, and length should depend on how much you have to say and the level of the position.

Ask yourself: Is this important to support my case on this criterion?

Individual departments may provide a guideline as to the length of response they require – it is critical to the acceptance of your application that you adhere to guidelines provided which relate to response length.

Employ a strong positive approach demonstrating energy and initiative, but not arrogance. You should convey to the passive or neutral receiver that you should be interviewed. Always take into account the reader.

WHY GO TO THIS MUCH TROUBLE?

Addressing the selection criteria with quality responses demonstrates to the selection panel that you are not only qualified for the position, through your skills and experience, but that you are also committed to the role and have been prepared to take the time and effort to support your application.
Always bear in mind that the Selection Criteria process exists in the interests of equal and fair selection, based on merit, skills and experience.

SELECTION CRITERIA - MEANING OF TERMS

KNOWLEDGE
· ‘Knowledge’ – basic knowledge only is required. For example, you know which Act applied to a particular area and overall know what the Act covers.
· Sound Knowledge’ – a good working knowledge. For example, you know policy provisions and intentions of an Act and the conditions under which benefits are conferred or obligations assumed.
· ‘Thorough Knowledge’ – highest level. You would be expected to know the details of an Act, the theory of an Act, etc.

ABILITY VS PROVEN ABILITY/DEMONSTRATED ABILITY

When the terminology ‘ability to …’ occurs, it means that you need to provide specific examples of instances of where you have performed that function effectively.

In most cases, the list of duties will give you an idea as to the ‘level’ of ‘knowledge’ or ’ability’ required to perform the duties.

Ensure that you relate your past performance and experience to every qualification and/or experience statement listed in the Selection Criteria.
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