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Department of Infrastructure, Transport, Regional Development, Communications, Sport and the Arts
· [bookmark: _5cbeab2ze2a3]RFQ No: LH-07687 EL1 Lead Cyber Security Adviser last date to apply Wednesday, 09 September 2026.
· Contract start Tuesday, 29 September 2026 to 06 months Plus 2 x 06 Months extension.
· Australian Citizen Must be able to obtain Negative Vetting Level 1(NV1),  ACT- Onsite.
Send your responses to jobs@softtestpays.com

About the organisation

The Department of Infrastructure, Transport, Regional Development, Communications, Sport and the Arts (DITRDCSA) is a department of the Australian Government responsible for providing advice on and delivering policies and programs for infrastructure, transport, regional development, communications, cultural affairs, sports, and the arts.

Job details:
The Information Technology and Data Division (ITDD) requires a Cyber Security Engineer to provide professional advice, assurance and hands-on support across Digital Strategy projects, including:
· Cloud identity and access management using Microsoft Entra ID
· Records management (SharePoint Online)
· Remote and regional system resilience
· Azure DevOps pipelines and code assurance capabilities
· Azure Foundry and AI accelerator technologies

Key duties and responsibilities
The Cyber Security Engineer will be required to perform the following work:
· Implement secure technology patterns across Digital Strategy projects, including solution configuration, control implementation, testing, deployment support, transition to operations and operational readiness activities.
· Build, configure and validate security controls, remediate agreed gaps and produce implementation artefacts that support practical delivery, handover and ongoing maintenance.
· Implement secure SharePoint Online records management capabilities, including access models, retention and information protection settings, secure site patterns and integration with operational records processes.
· Configure Microsoft Entra ID capabilities for secure authentication, authorization and access governance, including conditional access, application access patterns and integration with cloud services.
· Implement Azure DevOps pipeline security and code assurance capabilities, including automated scanning, security gates, remediation workflows and secure release practices aligned to delivery teams’ ways of working.
· Engineer secure implementation patterns for Azure Foundry, AI accelerator and emerging technology solutions.
· Develop strategies for identity, access, data protection and deployment considerations for remote and regional operating environments.
· Implement controls and capture evidence against relevant Australian Government cyber security requirements, including the ISM, PSPF, Essential Eight, privacy, data protection and supply chain security obligations.


Responses to selection criteria
Criteria

The buyer has specified that each candidate must provide a one page pitch to address all criteria specified. This is equal to 5000 characters..

Essential criteria                                                                                           
1.Candidate Capability and Technical Fit: The extent to which the proposed candidate meets the specified technical requirements.
2.Candidate Relevant Experience on EDRMS, RAN, Regional Infrastructure Uplift project(s): Demonstrated experience in: 
· Enterprise security engineering and/or architecture 
· Design and implementation of Entra Id Suite security and access management capabilities 
· Applying the ISM. PSPF and Essential Eight to enterprise information systems 
· Embedding security into low-code/RAD platforms 
· Cloud security across Azure/AWS/M365 as well as AI and Foundry resources
3.Pricing: 
The proposed candidate's pricing is reasonable and transparent.
4.Risks: 
The extent to which the response represents a risk to the Department, including technical, commercial, financial, security and any other risks identified during the evaluation process.


YOUR RESPONSE	
	Please respond to the following
	I am authorising Solsoft exclusively to submit my application.
Job Name EL1 Lead Cyber Security Adviser
RFQ NO:  LH-07687
Date: <response>
Authorisation Of applicant: Yes        No    

	Name
	First Name Surname 

	<response>

	
	Gender 

	<response>

	Your mobile number plus email address
	<response>

	Home address
	<response>

	Availability
	<response>

	Rate per Hour including super ex-gst
	$            PAYG (Y/N)

	Citizenship Status
	Australian       

	Security Clearance
	Clearance Level: 
	<response>

	
	CSID number
	<response>

	Referee 1
	Name:
	<response>

	
	Title:/ Organisation
	

	
	Professionals’ relationship to you:
	

	
	Phone:/Mobile
	

	
	Email:
	

	Referee 2
	Name:
	<response>

	
	Title:/ Organisation
	

	
	Professional relationship to you:
	

	
	Phone:/Mobile
	

	
	Email:
	


· RESUME
Important: Solsoft requires your CV as per below resume format

· SUMMARY

	
· TECHNICAL SKILLS
· 

· EDUCATION


· TRAINING AND CERTIFICATIONS


· WORK HISTORY


· Referees




HOW TO ADDRESS KEY SELECTION CRITERIA
The following provides a guide on how to address key selection criteria when applying for public service positions, and hence is particularly valuable to forward onto prospective candidates.

BACKGROUND RESEARCH
This guide has been prepared from information gathered from a wide variety of government sources.

THE PROCESS
Firstly, analyse the criteria, and look for the key issue(s). Once identified, ensure that you adequately address these issues. Each Key Selection Criteria is best addressed by the examples of demonstrated experience in various projects.

Finally, conclude your response by forecasting how you could perform the key issue in the future in this position. A paragraph will suffice.

SUCCESS
Provide a validating statement on your success and how you know you were successful. For example, offer feedback received from your manager or clients, state any cost and work efficiencies and/or quality assurance results. This is where you sell yourself.

SUGGESTED PAGE LAYOUT
· Retype the Criteria (bold or italic)
· Initial Premise(s)
· Supporting argument (attempting to prove your premise)
· Validating statement(s) (quote 3 or 4 examples – don’t make them too long, keep to the point)
· Summary
· How you believe your past experience will allow you to perform in the future
· Only use “I” in your responses.


LENGTH OF RESPONSE

If your response is too long, you risk boring the readers and they will not read everything you have written.

Do not, under any circumstances, ‘waffle on’ about your accomplishments.

If you make it too short, then you run the risk of excluding information which may bias a selection decision and you may not score as highly as you should have.

Short paragraphs should be used, and length should depend on how much you have to say and the level of the position.

Ask yourself: Is this important to support my case on this criterion?

Individual departments may provide a guideline as to the length of response they require – it is critical to the acceptance of your application that you adhere to guidelines provided which relate to response length.

Employ a strong positive approach demonstrating energy and initiative, but not arrogance. You should convey to the passive or neutral receiver that you should be interviewed. Always take into account the reader.

WHY GO TO THIS MUCH TROUBLE?

Addressing the selection criteria with quality responses demonstrates to the selection panel that you are not only qualified for the position, through your skills and experience, but that you are also committed to the role and have been prepared to take the time and effort to support your application.
Always bear in mind that the Selection Criteria process exists in the interests of equal and fair selection, based on merit, skills and experience.

SELECTION CRITERIA - MEANING OF TERMS

KNOWLEDGE
· ‘Knowledge’ – basic knowledge only is required. For example, you know which Act applied to a particular area and overall know what the Act covers.
· Sound Knowledge’ – a good working knowledge. For example, you know policy provisions and intentions of an Act and the conditions under which benefits are conferred or obligations assumed.
· ‘Thorough Knowledge’ – highest level. You would be expected to know the details of an Act, the theory of an Act, etc.

ABILITY VS PROVEN ABILITY/DEMONSTRATED ABILITY

When the terminology ‘ability to …’ occurs, it means that you need to provide specific examples of instances of where you have performed that function effectively.

In most cases, the list of duties will give you an idea as to the ‘level’ of ‘knowledge’ or ’ability’ required to perform the duties.

Ensure that you relate your past performance and experience to every qualification and/or experience statement listed in the Selection Criteria.
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